A Bayesian Framework for Synthetic Fraud Detection: Combining Behavioral and Financial Signals
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3. Posterior Probability
Using Bayes’ theorem, the posterior probability of fraud is:
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The fraud detection model has been implemented in Python, and the posterior probability of fraud based on EPL values is visualized in the plot below.
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Implementation Workflow

1. Model Calibration:
> Fit a, b, o to historical EPL data using nonlinear regression.
o Tune k, 8 using labeled fraud cases to optimize classification accuracy.
2. Real-Time Detection:
> For a new registration, compute TRS and retrieve total.
o Calculate P(Fraud | EPL, TRS) using the posterior formula.
> Flag registrations with P(Fraud | EPL, TRS) > 0.7 (adjust threshold based on risk tolerance).

Conclusion

This Bayesian framework synthesizes behavioral (TRS) and financial (EPL decay) signals to quantify
synthetic fraud risk. Key advantages include:

« Adaptability: Parameters (k, 0, a, b) can be recalibrated as fraud patterns evolve.

« Interpretability: Posterior probabilities provide actionable risk scores.

« Robustness: Balances uncertainty (prior) with empirical evidence (likelihood).

By integrating domain knowledge (e.g., EPL decay patterns) with statistical rigor, this approach enables

proactive detection of synthetic fraud while minimizing false positives.

Appendix:

= TRS Calculation: TRS = PS + ES + SS, where:
o PS: Unique emails + SSNs linked to the phone.
o ES: Unique phones + SSNs linked to the email.
o SS: Unique phones + emails linked to the SSN.

« Code: Python implementations for model fitting and posterior calculation are available
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Posterior Probability of Fraud
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Introduction

Synthetic fraud occurs when malicious actors combine real and fabricated personal information (e.g.,
Social Security Numbers, phone numbers, email addresses) to create fictitious identities. A critical

challenge in detecting such fraud lies in distinguishing between legitimate clients with multiple valid
identifiers (e.g. a user with several phone numbers) and fraudulent actors reusing identifiers across

accounts.

This article proposes a Bayesian probabilistic framework to quantify the likelihood of synthetic fraud by
integrating two key signals:

1. Behavioral Anomalies: Unusual parameter reuse, quantified via a Total Risk Score (TRS).

2. Financial Anomali

: Declining Earnings Per Lead (EPL) correlated with parameter repetition.

Defining the Problem

Synthetic Fraud Hypothesis

A synthetic fraud event is hypothesized when a multiple identification key (SN, phone, email) contains
duplicated values across registrations. However, legitimate clients may also reuse identifiers (e.g., multiple

emails), introducing ambiguity.
Key Assumptions

1. Ini

Uncertainty: Without historical data, the probability of fraud is set to 50% (maximum entropy
prior).
2.TRS Signal: The Total Risk Score TRS = PS + ES + SS aggregates counts of unique SSNs, phones,

and emails linked to a parameter (e.g., phone reuse across accounts).

3. EPL Decay: Fraudulent accounts exhibit exponentially declining revenue:

EPLgau = a-e o

where total is the repetition count of the identification key.
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Bayesian Approach

1. Prior Probability: Fraud Likelihood from TRS
The prior probability P(Fraud | TRS) is modeled using a sigmoid function, reflecting the intuition that
fraud probability increases with TRS:

1

P(Fraud | TRS) = T e HTRS3)

« k: Sensitivity of the probability to TRS (steepness of the curve).
« 0: Threshold TRS value where P(Fraud | TRS) = 0.5.

2. Likelihood: EPL as Evidence

Fraud Scenario

Under fraud, EPL follows an exponential decay with added Gaussian noise:

—btotal

EPLobserved = - € +e e~N(0,0%)

The likelihood of observing EPL under fraud is:

1 EPL — qe-btotal)2
P(EPL| Fraud, total) — exp (,( ae~tonl) )
2o

202
Non-Fraud Scenario

Legitimate users exhibit stable EPL near its maximum observed value (EPLyon.fraud & 0.97):

- (7 (EPL — 0.97)2)

P(EPL | ~Fraud, total) = 5o
o
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P(Fraud | EPL, TRS) =
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